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1. OBLWE NONOXEHMA NO YNPABNEHIO NHOOPMALIMOHHOW BE3ONACHOCTHIO
1

”_TepiMl/lel, OMNPEAENEHNH N COKpaLleHns

Vg

Onpepnenexve

Mpon3BOSbHbIA - OOBLEKT, NPEeAMET WM CYWHOCTb, KOTOpblE  WMElT
NOTEHLMAmbHYI0 Unv akTudeckyto LieHHocTb ans OblecTsa

I/IHcpopmauhoHHblm

pecype
AAmuHUCTPaTOp

BmsHeC—nkpoue'cc (BI)

Brapeney
VH(OPMALMOHHOTO
pecypea (akmisa)

BpepoHocHoe MO

PasHOBMOHOCTL  akTWBa,  npefcTaBnsiowas  cobol  MHopMaLMI
Ha MatepuanbHOM HocuTere
Pabothuk  OOulecTBa,  HafleneHHbI  MpaBamu  afMUHUCTPUPOBAHMS
MH(OPMALMOHHLIX aKTVBOB, B 0DS3AHHOCTM KOTOPOrO BXOAAT MOLACPHKKA
HEOOXOAMMBIX — 3alMTHBIX  Mep M OBecreveHne  WCnofb3oBaHust
MH(OPMALMOHHOTO pecypca B COOTBETCTBIM ¢ TpeBoBaHNAMI BNaaenbLER

_9TUX PECYPCOB

Cuctema  nocnefoBaTeNbHOW,  LifleHanpasneHHon  [EeSTenbHOCTY,
'HEo0XoaMMON N8 ocyLecTBeHNs GuaHec-noTpebHocTen OBLiecTa
PaboTthuk  OOLIecTBa, HafieNeHHbI  NOMHOMOUMSMU U OTBEYAIOLL|N
3a yTBEPKAEHME MpaB [OCTYna K akTvBy B COOTBETCTBMM C MPUHLMNOM
_NPOW3BOACTBEHHON HEobXxoauMocTn
KomnbloTepHas nporpamma nmbo - MHas KoMNbloTepHast vHopmaums,
3aBEAOMO NpefHasHa4YeHHbIe [ANA HECAHKLMOHMPOBAHHOMO YHUYTOXEHWS,
ONoKMpOBaHNS, MOAUMUKALWMY, KONMPOBAHNST KOMMBIOTEPHON UHOPMALN
W HenTpan13aunn CpeAcTs 3aLyTbl KOMNBIOTEPHO MHGOpMALMY

ﬂeMﬂEmapmoaaHHaﬂ
3oHa (OM3)

LoctynHocTb

VH(OpMALK

CermeHT BbIUMCIUTENBHON CETW, SIBHO BbIAENEHHbIN AN pasMeleHus
CEPBICOB, OTBEYAIOLLMX Ha 3anpochkl U3 CeTU VIHTEPHET, 1 OrpaHNYeHHbBIN
B [IOCTYNE K OCHOBHbIM CEMMEHTaM CETU C NMOMOLLbI0 MEXCETEBOTO 3KpaHa

CBOWCTBO ~ MH(OpMaLyu1,  KOTOpoe — xapaktepuayetcs — obecnevyeHvem
0ECnPEnATCTBEHHOTO W CBOEBPEMEHHOTO [0CTYNa K Hell CyObLekTos,

NMEKLLMX Ha 3TO NOJTHOMOYUS. B

“MHd)opMéﬁMdHHaﬂ
besonacHocTb (MB)

I/IH(ﬁopmauMb"HHble
TexHonoruy (UT)

VIHumaeHT
VH(OPMALIOHHOW
DesonacHocTy

UT-nHdppacTpyktypa

Kommepuyeckas TanHa

KoHTpareHT

KoHpuaeHumansHoCTh
VHGopwayn

| TIDOLSCEOB W METGAOR

CoctogHue  3awmileHHocTn  MHTepecoB (uenein) Obuiectsa oT  yrpos3
B VIH(OPMALWIOHHON cdepe, a Takke COXpaHeHne KOHMUOEHLMAansHOCTY,
UENOCTHOCTA 1 A0CTYNHOCTV MHAopMaLm

[pouecchbl, MeToabl noucka, cbopa, xpaHeHst, 0bpaboTkn, NPeaoCcTaBNeHus,
pacnpocTpaHeHus  WHQOpMauMM 1 cnocoldbl  OCYLIECTBIIEHUS  TaKuXx

OOHO WM HECKOMBKO — HeXenatenbHblX  CODbITUA  MHAOPMALMOHHON
0€30MacHOCTY, C KOTOPLIMI CBsi3aHa BEPOSITHOCTb HAaHECceHus yulepba
AOCTYMHOCTY,  LEMOCTHOCTU WK KOHMUAEHUMANBHOCTM  MHGopMaLmuy,
XpaHuMon 1 obpabaTbiBaeMol B NOKANbHOW  BLIYCIUTENBHON  CETU
Obujecrsa

COBOKYMHOCTL  VIHOPMALOHHBIX TEXHONOTWIA 1 TEXHUYECKUX CPEACTB,
_obecriedvBaioLyx xpaHenue, 00paboTky 1 nepepady ukgpopmaum
Pexum KoHrAeHUMansHOCTU uHopmaLm, No3Bonsiolmi ee obnagarento
Npy CYLLECTBYIOLLMX UM BO3MOXKHBIX ODCTOSTENLCTBAX YBENMYUTL AOXOAbI,
n30exarb HeonpaBaHHbIX PACXO[OB, COXPAHUTL MOMOXKEHWEe Ha pbiHKe
- TOBaPOB, PaboT, YCIyr UMK MOMMYYUTb UHYI0 KOMMEPYECKYH BbIrOaY
tOpuandeckoe unu usnieckoe MU, ucnonbaytolee UT-uHbpacTpykTypy
000 «®opmar-EK» npw ncnonHeHny rpaxaaHcKo-NpaBoBoro A0roBopa
(noApARYVIK, NOCTABLLYK, NAPTHEP, KOHCYNLTAHT, CTaXep, NPaKTUKaHT M T. A.)
CBOVCTBO MHAOPMALNK, KOTOPOE XapakTepu3yeTcst COXpaHeHeM ee B TaiHe
OT CYOBEKTOB, HE UMEIOLLIX NPaB Ha AOCTYN K HeWt




NokankHas
BbIMUCIIMTENBHAA CETb
mBec)
MexceTeBol akpaH,
Firewall

Hapymmeﬂb 7
HCO

HOMM
O6meCTBo

OﬂepaLU/lOHHaﬂ cucTeMa
(0C)

HporpaMMHoe
_obecreyetme (M10) -
[MonuTtuka

[onk3oBaTtens
nan
Pernament

Puck MchopmauMOHHom
besonacHocTy

‘63M*’7

CK3I
yrpo3a
WH(OPMaUVOHHON
besonacHoctn
YVb

Ya3BUMOCTb

LlenoctHocTb
WHopmaym
Security information and
event management
(SIEM)

OBM

YnpasneHue

YacTs I/IT-MH&)béEprKTypu O6LueCTBia’,7 ucnonb3yemas [Ang nepepadu
VHopmMaLUmumn

[porpammHbii - v nporpamMmHo-annaparHblit  anemeHT  JIBC,
OCYLIECTBIISOLMIA KOHTPOMb 11 (PUILTPALMI MPOXOAALLErO Yepe3 Hero

CETEBOrO Tpaqwma B COOTBETCTBUM C 3aAiaHHbIMV MPaBUIaMK

Cy6beKT peanuayoLui yrposbi MHcpopmauMOHHom DesonacHocTy

He(,aHKLJ,VlOHI/IpOBaHHbII/l [ocTyn

HeKBaﬂVIdZ)MU,MpOBaHHaH SJIBKTPOHHASR NOANNCL

| O00 «®opmar-EK»

Komnriekc B3aVMOCBS3aHHbIX nporpamm, npeaHasHaueHHbIX
ANS YNpaBneHus pecypcami KOMMbIOTEPa 1 OpraHv3aLui B3arMoLeicTBus
€ nonb3oBatenem

Cpe/cTBo NpoBEpKN NIMYHOCTY NONb30BATENS AN A0CTyna K pecypcam J1BC,
obecnewBaioliee  UAESHTUDMKAUMIO 1 ayTeHTUUKALMIO Ha  OCHOBE

_ CBeﬂ,eHMV] N3BECTHbIX TOJTLKO NMONb30BATENM

ﬂporpaM[\Aa Win- MHOXECTBO MNpOorpamm, UCNONb3yeMbiX ANA YrpaBNeHns

[MonmTika MHopMaLOHHON Be3onacHocTy, yTBepkaeHHas Pykosogutenem
000 «®opmar-EK»

JIMuo, rpynna AnL AN OpraHM3aLus, mcnonbay}omme MHOPMALMOHHbIE

_ | aKTneel OBLIECTBA B LENSX PEWHNA 3a/1a4, OTHECEHHBIX K UX KOMNETEHLUY

[pocTan anekTpoHHanA NOAMMCH
PernameHT 1cnonb3oBaHus MHq)oplvlaumHHblx peoprOB 000 «CDOpMaT—

EK» (aaHHbI pokymeHT)

CobbITne MHDOPMALMOHHOI BE30NacHOCTY, MEloLIee ABE XapaKTEPUCTIKN
BEPOSTHOCTb HACTYNNEeHUs cobbITVA U yllepd BCNeACTBUE HACTYMNEHVs
9TOr0 COObITYS

Cpencraa BaLU,MTbI VlHd)OpMaLJ,I/WI

Cpepactaa Kpunrorpaieckoil 3aLmTsl nHpopMaLmm
PaKTop WK COBOKYMHOCTL (DAKTOPOB, CO3MAIOLLNX OMACHOCTL HapyLUeHMs

LIeNOCTHOCTY, AOCTYNHOCTYA 1 (M) KOHDMAEHUMANBHOCTM MHOPMALMN

MH(POPMALMOHHOW  Be30macHoOCTU  KOMNaHuy-napTHepa,
okasbiBatollein OOWECTBY Ha OCHOBaHWM [10rOBOPA  KOMCYMbTALMOHHbIE

|| yenyr1 B 0611acTi nHhopmaLoHHON 6e30MacHOCTH

CootseTcTBylowme NoApasaesielns KoMnaHuu-napTHepa, OkasbiBatoLLelt
ObulecTBy Ha OCHOBaHUM AOrOBOPa yCryrv 8 06NacTv MHOPMaLVOHHBIX
Texwomorvt

Cnaboe mecTo 8 MH@)opl\AaquHom cucTeme, KOTopoe MOXeT ﬂpl/lBeCTI/I
K HapyLWeHmo  LeNOCTHOCTW,  AOCTYNHOCTU WM KOHDUAEHUMANBHOCTM

VHopmaLm

CBOVCTBO  MH(pOpMALMK, KOTOpOE XapakTepusyetcs obecneveHnem ee
'BOCTOBEPHOCTY V1 NOMHOTI

Knacc nporpamMmHbIX NPOAYKTOB, NpefHasHaueHHbIX Ans cbopa 1 aHanmaa
VH(OPMaUMM 0 cobbITuax be3onacHocTy




RAID VI3ObITOUHBIN  MaccB  HE3aBMCMMbIX  (CaMOCTOSTENbHBIX) [MCKOB —
TEXHOMOTWA  BUPTYanmM3auuy  AaHHbIX  Ans  00LedVHEHWS  HECKOMbKMX
(PU3NYECKIX ANCKOBBIX YCTPOWCTB B JIOMAYECKA MOAYMb A1 MOBBILIEHMS
_0TKA30YCTOMYMBOCTM U/MMN NPOU3BOAUTENBHOCTH

RAT YTUINTbI YAANEHHOTO YNpaBIeHus (aAMIHUCTPUPOBAHIS)
VLAN (BupTyansHas TexHonors, no3BomSIOLLAs NPOM3BECTI TDYNMMPOBKY HECKOMBKIAX CUCTEM B
JoKanbHas BbICNIEHHYIO CETb Be3 (DU3NUECKOrO OTAENEHNS 3TUX CUCTEM OT OBLLEN ceTi
_kownbiotepHasicets) | ,
- VPN (BupTyanbHas TepputopranbHo — pacnpefeneHHas KopnopaTvBHasi Noriveckas Cetb,
YacTHas ceTb) cosfasaemass Ha 0Oase yke CylwlecTBylOUMX CeTell  (NoKanbHbIX

KOPMOPaTMBHbIX CETEBbIX CTPYKTYP, CETEN CBSA3M 0BLIEr0 NONb30BAHMUS, CETU
VIHTEpHET, CeTel CBA3N OnepaTopos CBA3N), UMEIOLLAS CXOAHbIN C OCHOBHON
CeTblo HAboP YCNYr M OTNNYAIOLLASCS BBICOKIM YPOBHEM 3aLLNUTHI AaHHbIX

2. HasHaueHue 1 obnactb aencteus PernamenTa
2.1, Uenb Pernamenta

Uenblo  Pernamenta  siBnsieTcs  vCnonHeHve  nonoxeHni  [onuTukm VHMOPMALIOHHON
0e30nacHoCTy B 4acTV perynnpoBaHust NCnonb3oBanus UT-uHpacTpykTypol ObyecTBa KOHTpareHTamu.

Pernament  paspabotan ¢ yueTom Tpe€OBaHMi  3aKOHOAATENLCTBA,  MEXAYHAPOMHbIX
W HaLMOHarbHbIX CTAHL4APTOB, @ TAKKe NyYLVX NPakTVK B 006nacTv MHpopMaLmoHHO 6e3onacHocTy.

Tpebosanma nantoro Pernamenta MoryT ObiTh yYCUNEHbl UMW OCTabneHs! B KaXooM KOHKDETHOM
Cny4yae Ha OCHOBE pe3ynbTaTtos OLeHKn puckos Vb paboTHukamn YVB.

1.2.2.  Obnactb peiictsusg PernameHTa
Hactoswi  PernameHt npumensietcs Ha yposhe OBwjectsa W npyu  B3anMoaeicTsny

C KOHTpareHTamu, nenonsaytownmn UT-nHppactpyktypy OouiecTsa.

TpebosaHust PernameqTa ABNsIOTCs 00S3aTeNbHBIMU ANS VCTIONHEHMS! KOHTPareHTaMu B nepmo
ncnonbsosanma UT-uxdpactpyktypst Obiiectsa. COOTBETCTBYIOLIME NONOKEHUS AOMKHbI BbITh BKIOYEHDI
B 00s13aTeNbCTBA KOHTPAreHTa no 40rosopy (NpuUnoxenue).

TpebosaHus faxHoro PernavienTa NpYMEHSIOTCS KO BCEM TEXHOMNOMMAM, KOMMbIOTEPHON TEXHUKE,
CETAM, MPUNOXEHNAM, aBTOMATU3MPOBAHHbLIM U OnepauyonHsiM cucTemam OBuiecTBa, K npoueccam
AAMUHUCTPUPOBAHYISA, CONPOBOXKAEHUA 11 CNOMNBL3OBAHNA UHAPOPMALMOHHBIX cucTem ObLecTsa.

VicnonbaosaHe nHdopmaLmoHHbIx akTieos OGLIECTBa, BHE 3aBUCUMOCTM OT LIEN, aBTOMATUYECKN
HaknafbiBaeT OTBETCTBEHHOCTb MO COONMIOAEHI0 TPEDOBAHNI, NPEYCMOTPEHHBIX JaHHbIM PernameHTom.
1.3. CoO0TBETCTBUE 3aKOHOMATENBCTRY
1.3.1. [leatensHocTs  KOHTpareHTa no  06ecneyeHmio  MHAOPMALMOHHONM  GEe30NacHoCT  [OMKHa

COOTBETCTBOBATL TPEDOBaHUAM AENCTBYIOLLErO 3aKOHOAATENLCTRA.

1.3.2. KoHTpareHT [omKkeH uMeTb COOTBETCTBYIOLE TILEH3M Ha BUAbI AEATENLHOCTU No 06paboTke
W 3aluTe MHOpMaumMY, ONpeaeneHHble AeCTBYIWLMM 3aKOHOAATENbCTBOM KaK noanexalye
NMLEH3MPOBAHMIO.

1.3.3. Vicnoneaosanue KoHTpareHToM 06BEKTOB @BTOPCKOTO NPaBa 1 MHTENMEKTYanbHON CoBCTBEHHOCTH
AONYCKAETCA TOMBKO NPW HAMMYAN UCKMIOUMTENbHBIX MPaB WM Ha OCHOBAHMM M B paMKax
NMUEH3NOHHbIX COrNaLLeHnit ¢ Ux nNpasoobnagatenamu.

1.3.4. ObpaboTka nepcoHanbHbIX [AaHHbIX AOMKHA OCYLIECTBNATLCH KOHTPAreHTOM B COOTBETCTBUM
C TPebOBaHMAMN AEICTBYIOLIEro 3aKOHOAATENLCTBA W 3aKIMIHEHHOr0 4OroBopa.

135, VHbopmaumonHble  CCTEMbI  KOHTpareHTa [OMKHbl PErynsipHO NpoOBEPSITLCS  Ha npeamert

cootseTcTBus TpeboBaHuam ObLecTBa B 06nacT MHHOPMALMOHHOM 6E30MacHOCTY.

2. POV M OTBETCTBEHHOCTbL 3A OBECNEYEHVE VHOOPMALIMIOHHOW BE3OMACHOCTU
2.1, [lpencTaButentt KOHTPAreHToB

KoHTpareHTbl B pamkax nenonHeHus TpeboBaHnii PernamenTa HecyT OTBETCTBEHHOCT 3a:
. O3HAKOMMEHME NOAYUHEHHBIX PADOTHVIKOB, CNONHUTENe ¢ TpeboBaHuaMM PernameHTa;




28,

BbINOMHEHWE TpeboBaHuin PernamenTa;

KOHTPOITb BBINOMHEHNA NOAYMHEHHBIMW PADOTHIKaMU, NCNONHTENAMI TpeBoBaRWIA PernamerTa:
coaectave npescTasuTenam OBLIECTBa B CIyKeBHbIX paccneoBanusix no dakram HapyLweHus
Tpebosannn UB;

CBOEBPEMEHHOE NPEAOCTaBNEHNE TPEDYEMbIX JOKYMEHTOB 1 MHOM UHOPMALM YTIOMHOMOYEHHbIM
npeacTasutensam ObulecTsa.

Ynpasnexue MHHopMaLVoHHON Be3onacHoCTH

PabdotHukn YVIB B pamkax nenonHerus TpebosaHuin Pernamenta HECYT OTBETCTBEHHOCTb 3a:
cornacosarue jocTyna npeAcTaBnUTeNsM KoHTpareHToB k UT-nHdpacTpyktype ObuiecTsa;
paspaboTky Mep, HOPMATUBHBIX [OKYMEHTOB UM TEXHUYECKAX —pEeLIeHuil, HanpaBeHHbIX
Ha MUHUMKU3aLMIo prickos VIB;

MOeHTMMDMKaLMIo 1 aHanus yrpo3 Wb, eTouHnkos yrpos Wb, ysiseumocTei VH(OPMaLMOHHbIX
PECYpCoB, PUCKOB peanusauum yrpoa VIb;

MOHWUTOPVIHT XYpHAroB MHPOPMALMOHHON 6e30MacHOCTY (ypPHANOB CETEBLIX COBLITUIA, AENCTRUIA
nonb3osarenein v aaMUHUCTPATOPOB MHAOPMALWOHHbIX CUCTEM, KYPHANOB aHTUBMPYCHbIX
npunoxeHun), SIEM-cuctem n T. n.;

BbIABNEHVE, OpraHy3aLio paccneaoBanus 1 NUKBUAALMIO MHUMAEHTOB UIB;

KOHTPOSIb  MCNONHEHWS NPEACTaBUTENAMU KOHTPareHToB TpebosaHui PermameHta M WHbIX
HOpPMaTuBHbIX [oKyMeHTOR ObuiecTsa B 0bnactv VE:

COrNacoBaH1e VICKIoYeHn 113 odnacty fencTsms MonuTyku HAMOPMALMOHHON BE30NacHOCTY:
OCYLLECTBNEHME KOMMYHUKALUW C KOHTpareHTamu no sonpocam Vb ot nmenn ObLecTsa.
Ynpasnenue NHHOPMALVIOHHbIX TEXHONOMN

PabotHnkn YUT B pamkax ncrionHens TpeGoaHuii PernamenTa HeCyT 0TBETCTBEHHOCTD 3a:
MPEAOCTaBNEHNe KOHTpareHTam Aoctyna Kk MT-uxdpactpyktype ObujectBa nocre nonyyeHus
cornacoBanua YUb:

KoH®urypaunio VT-aktusos O6LieCTBa B COOTBETCTBIM C TpeboBaHusmMy VB:

peanusaupmio  TpeboBaHni  MHopmaymoHHoi BesonacHocTu B WT-MpoekTax Mo pasBUTMIO
MHPOPMALINOHHOM MHPACTPYKTYPbI, @ Takke Mo paspaboTke v BHEAPEHWIO MHIOPMALIMOHHSIX
cuctem;

peanu3aumio KOPPEKTUPYIOLLMX MEPONPUATUI NO pesynbTatam ayauta Ub:

NpeaocTasrnexne Tpebyemblx [OKYMEHTOB M MH(OPMAaLAM M9 NPOBEAEHUs WAeHTADMKaLMN
W OLEHKIM purckos VIB;

COMENCTBIME B PACCNEA0BAHNN UHUMAEHTOB MH(OOPMALMOHHOM BE30MacHOCTY.
MNonpaspenenmne-kypatop ObLiecTBa, OTBETCTBEHHOE 38 3aKIIOYEHUE [0roBOpa

PykosoanTenb NoApasaeneHns-kypatopa u 0TBETCTBEHHBIE UCTONHATENM MO [AOFOBOPY B paMKax
NCNOnHEHVs TpeboBaHni PernameHTa HecyT OTBETCTBEHHOCTD 3a:

BKIKOYEHME MONOXeHW O cobrogeHun TpeboBaHuini PernameHTa v OTBETCTBEHHOCTM 33 WX
HapyleHve (B COOTBETCTBUN C MPUNOKEHNEM) BO BCE [OrOBOPLI, AONOMHUTENbHBIE COMMaLLEHNS
W IHbIE OKYMEHTbI, YCTaHaBNMUBAIOWVE KOMMEPYECKIE OTHOLWEHYSt CTOPOH, €CNN B3aUMOAENCTBIE
CTOPOH npeAanonaraet nonyyenve goctyna k VT-nidpactpyktype ObujecTsa B kakoM-nubo Buae
(NpnbbITVEe NpefcTaBuTeNs koHTpareHTa Ha 0bbekT OBLecTBa ANS NPOBEAEHUA PABoT, NoNyyeHIe
YAANEHHOTo AoCTyna u . .).

OTBETCTBEHHOCTL 3a HevcnonHeHne PernamerTa

Hapywetne konTparenTom TpeboBaHmii Pernamenta MOXeT BbiTb BLIP@XEHO Kak B hopme

[eNCTBYS, Tak 1 De3nencTBnS.

Hapywenve v HeBbINMOMHEHME — KOHTpareHTom  TpebosaHuit  PernameHTa  sisnisieTcs

HEHaANexalwyv 1CnonHeHnemM [0roBOpHbIX 0093aTensCTB 1 BeyeT 3a coboW NOCNeAcTsys B BUE
MPVMEHEHNA K KOHTPAreHTy CaHKUMIA, @ UMEHHO:

npefocTepexerns (TpeboBaHna NpekpaTuTb HapyleHne nonoxeHnin PernameHta B Cpok,
yKagaHHbI O0uecTBoM);



o wrpacpa 8 pasmepe 200000 (asectu Thicsd) pybreit 3a Kaxmblil (baKT HapyLleHuss wnn
HEBbINONHEHUA TpeboBaHui PernavenTa:
° PaCTOPXEHWS [10roBopa.

B cnyvae HesbinonHenusi TpeGoBaHMii  NpefocTepexeHns (He ycTpaHeHWst BbISBIIEHHOIO
HapyLIEHNs!) B ykasaHHbIi CPOK, B CNyYae BbISBNEHUS MOBTOPHOMO HapyLeHns TpeboBaHuit
Pernavetta, a Takxe B criyuae, koraa yuiepd, BbI3BaHHbIN AaHHBIM COBLITMEM. MPEeBbICUN OAUH
MMNOH  pybnedt, OBLLECTBO BNpase B OAHOCTOPOHHEM BHECYAEOHOM MOPSAKE OTKA3ATLCH
OT VICTIONHEHMA  [0r0BOPA,  3AKIIOYEHHOTO ¢ KOHTPAreHToM, 1 MoTpefoBaTh  KOMMEHcaLym
BbI3BAHHBIX NpekpalleHuem aorosopa youITkoB. [JoroBop OyaeT cunTatses npekpaleHHbIM
C MOMEHTa HanpasneHus OBLUECTBOM B afipec KoHTpareHTa yBeAOMIeHNs 06 0TKase OT A0roBOPA:;
° 3anpeTa AanbHEenLLnX KOMMEDPYECKUX OTHOLIEHMI ¢ OBLLECTBOM (BHECEHME B «UepHbIl] CNMCOK).
Bun npumensemsIx caHKkumi B Kax oM Criydae onpeaensieTcs Ha OCHOBaHM petwenns Obuiectsa
M B COOTBETCTBMI C MONOXEHUAMI [0rOBOPOB, [ONOMHUTEMbHBIX COMMAlEHUA U WMHBIX [JOKYMEHTOB,
PEernameHTVPYIoLLNX OTHOLLEHVS KoHTpareHTa n ObLLecTBa.
B cnyyae Bbisienenss dakta HapylWeHMs WM HeBbINOMHeHWs TpeGosannii PernamenTa
coTpyAHukamu YVB coctaBnseTcst akT, B KOTOPOM (UKCUPYIOTCS:

° AaTa v BpeMs HapyLeHus:;

o ONMCaHUe BbISIBNEHHOTO COOLITHS:;

° HOMEPa NyHKTOB PernamenTa, KoTopble Oblnn HapYLEHb! NV HE BbINOSHEHBI:
° NMYo, AOMNYCTVIBLIEE HApYLUEHWe 1N HEBbINONHeHWe PernamenTa:

o CPOK YCTPAHEHS BLISIBNIEHHOMO HAPYLUEHUS:

° nocneacTsus (yuiepo), Boi3aHHble JaHHbLIM CODLITUEM:

. CaHKLUS, KOTOP@s NOANIEKMT NPUMEHEHNIO K KOHTPArEHTY.

OK3EMNNAPLl - akTa  HanpaBrsioTCs  KOMTPAreHTy U PYKOBOAWTEIO rnofpasaeneHus-kypatopa,
ObulecTBOM NpuHUMAETCs pelleHne O xapaktepe (Buge) CaHKUWii B OTHOLIGHWMN KOHTpareHTa,
AONYCTUBLLETO HAPYLLEHWE N HEBLINOMHEHNE PernameHTa.

KoHTpareHT 06s13aH B CPOK, Yka3aHHbIi B akTe, YCTPAHUT BbISBNEHHBIE HAPYLLEHUS U HAMPABUTS B
anpec ObujecTsa oTBET 00 yCTpaHEHM HapyLUeHWs. HapylueHne KoHTpareHToM TPeBGoBaH akTa B YacTu
CPOKa yCTPaHEHUA HapyLEeHNa ABNSETCS OCHOBAHNEM AN NPUMEREHNS APYTUX CaHKLMIA B COOTBETCTBUM C
PernameHTom.

B cnyyae npumenerns wrpadHbIx caHkuuii cpok onnatsl coctasnseT 10 paGounx AHel ¢ MoMeHTa
MOMYy4EHNS KOHTPAreHToM akTa O BbISBNEHHOM HapylweHun. B cnyyae oTcyTcTBWS onnarhl wTpada
Obuwectso ocrasnser 3a cofoil NpaBo B OAHOCTOPOHHEM MOPSAKE yOepxarTs Cymmy uTpada
NpY BbINOMHEHUM ONNaTbl Mo [OrOBOPY.

J. OCHOBHBbIE TPEEOBAHUA MHOOPMALMOHHOW BEE3ONACHOCTH

3.1. TpeboBaHus K yNpaBneHmio y4eTHLIMM 3an1CsaMI NoNb30BaTenei

3.11. Kaxpgpit nonb3oBatenb [OMKEH MMETb OAVMH YHUKArbHbIN VOEHTUMUKATOP (NOTWH), KOTOPbIN
UCMOMb3YeTCH UM ANs [A0CTYNa K MHPOPMALMOHHBIM akTBam. Y4eTHas 3anuchb nonb3oBaTens,
cospasaemasi ANs paboTbl KOHTPAreHToB, AOMKHA VMETb OrpaHuYeHHbI CPOK  AEiCTBIAS,
cornacyemblin YVb.

3.1.2. Mpepocrasnenne [OCTyNa KOHTPAreHToB K MHAOPMALWOHHLIM akTueam OBLLIECTBA AOMKHO
BBINOMHATLCA Ha OCHOBaHWM 3anpoca PYKOBOAWUTENS OpraH13aumy nocre cornacoBaHus 3anpoca
pykosoacteom YWbB. B fmaHHom 3anpoce KOHTpareHT 00sizaH nepefaTb Creaylule cBefeHus
0 paboTHKKax, ANs KOTOPLIX 3anpalurBaeTCcs 4OCTYN:

o ®N.0.;

J AOIKHOCT;

° aPEC 3NEKTPOHHON NOYThI;

o KOHTaKTHbIN HOMEp TenedoHa;

. onvcaHne AoMKHOCTHbIX 00A3aHHOCTEN / 060CHOBaHME HEOOXOAMMOCTH IOCTYNA.
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HeobxoaumMbIM ycrnoBuem Ans cornacosaHns AOCTYNa K MHAOpMaLMOHHbIM akTneam ObLecTea
ABMACTCH - MPEABapUTEnbHoe  NoAnvcaHne  kouTpareHtom  CornalleHns o HepasrmalleHun
KoHUAeHUMansHoi nHopmaumn (NDA) no dopme O6LiecTsa, a Takke cornacue cobnioaark
TpeboBaHNs HacTosLIEro PernameHTa i HeCTV OTBETCTBEHHOCT B Cry4ae HapyLWeHVs NonoXeHi
Pernamera.

Pabota nonbsosatenein ¢ cuctemamu IBC nomkHa MPOU3BOANTLCS TOMBKO C UCMOMb30BaHWEM
AOMEHHbIX Y4ETHbIX 3anucen. VIcknioYeHnem SBNsSoTCS CEPBUCHI, TAE CMONb30BAHUE [OMEHHBIX
YHETHbIX 3aMNCel TEXHUYECKN HEBO3MOXHO. 3anpeLlaeTcss 1Cnonb3oBaHne MoKarbHbIX YYETHbBIX
3anucen nosb3oBatenell, 3a WCKMIYeHWEM ClyyaeB npoBeaeHs paboT no  HacTpoike
W yCTpaHeHuto Henonagok B padore [10.

Kappi nonbsosatens 06si3aH OCyWECTBASTL JOCTYN K NH(OPMALWOHHbIM akTBam OBLlecTsa
TOMBKO € MCTMONb30BAHNEM JIMYHON y4eTHOW 3anmcw. [Nepefada JOCTyNa K CBOE Y4ETHOI 3anucy
APYIMM NWLamM CTPOro 3anpeLieHa.

B obuwem cny4ae wncnonbsoBaHue npas  MoKanbHOMO aaMUHUCTpATOpa NpeacTaBUTENSMM
KOHTpareHToB 3anpeLjeno. l1paBa MoKanbHoOro agMUHICTPaTopa MOryT ObiTh BbiAaHb! YYETHON
3anucy nNonb3osarend B Clyvae Hann4vs npou3BOLCTBEHHOW HEODXOAMMOCTI U MO COrMacoBaHuio
¢ YVb.

Vicnonb3osaHne «rocTeBbIX» y4YeTHbIX 3annceil (yYeTHbX 3annceil Ges napons) ans goctyna
K VIT- uHdpacTpykType He gonyckaeTcs.

flocTyn Ko Bcem pecypcam UM CcepBucaM MPefoCTaBRseTcss B COOTBETCTBUM C NPUHLMNOM
MUHUMANBEHON HE0OX0AMMOCTH.

3anpeuaeTcs  caMoCTOSTENbHOE  MOBBILEHWE  MPUBMNENVA, @ Takke  WHble METOAbI
HECaHKLOHMPOBAHHOTO pacLUMPEHNS JOCTYMOB YYETHOM 3anucu.

YueTHast 3anucs nonb3osarens NOANEXUT OTKIIOUEHNIO B CREAYIOLMX CIIY4asX;

Hanu4ve NpusHakoB nHUwaeHTa Vb, satparviBarolyx nonbL3osarens:

OTCYTCTBUE BXOAOB B CepBuchl VT-uHdpacTpykTypsl ObLLecTBa 3a nocneanme 2 Mecsua;
yBEAOMNEHWE KOHTPAreHTa o npekpaLleHny AocTyna ero NpeacTaBnuTento;

3aBepLueH1e padoT no NpoekTy, Ans KOTOPOrO Bblaasanca AoCTyr.

TpebosaHys k NaponbHoi 3aumTe

MepsoHaqanbHbIi Naponb K y4eTHoR 3amnci reHepupyetcs paboThukamn YWT 1 nepepaetcs
KoHTpareHTy no CMC, B 3alwwileHHbIX MECCEeHepax, rofiocoBON CBS3bI0 NMBO MPU NNYHON
BCTpeue. 3anpellaercs nepefada naponeilt No SMexTPOHHONM MOYTE UK Yepes TPeTbux nmu,
Mons3osaress 00si3aH CMEHUTL NONYYEHHBIA Napors NPy NEPBOM BXOAE B CUCTEMY.

[aporb K y4eTHON 3anmeu NONb30BATENSs AOSIKEH Y0BNETBOPSATL CrIEAYIOLMM TpeGoBaHAM:
ANviHa He MeHee 12 CUMBOIOB;

AOIMKEH COAEPKATL 3ariaBHble 1 CTPOYHbIE OYKBbI, LMPLI, a Takxke cneunansHbie CUMBOTbI:
P@#S% & ()-_+=~[]{}|\:;""<>, .2,

HE [O/DKeH coBMnajatb CO CrOBapHbIMU COBaMu, a TakkKe COAEPXKaTb IMYHblE [aHHble
NONb30BATENS!, KOTOPbIE Dbl NO3BONANM BLIYACAUTL 3HAYEHNE NAPONS, HANPUMED:

o ®. /. O., Homepa TenedoHoB, NamMsTHbIE AaTbl (AHN POXKAEHNS 1 T. a.);
o nocneaoBartenbHO PacnonoXeHHble Ha KnasuaType cumBorbl («12345678y, « QWERTY»,
MT. 4,

O 00LEnprHATbIE TepMUHBI U CoKpaLleHus («USERY, « TEST», «ADMIN» uT. n.);

naponb He [10/hKeH CoBNaaath ¢ NOCNEeAOBATENBHOCTSAMY CMBOSIOB, UCMONIb30BAHHbIX B KAYeCTBe
10 npeablayLyx Naporei Nonb3oBaTens Kk AOMEHHON Y4eTHOM 3anmcy;

Naponib K AOMEHHON YYETHOW 3amnci He [AOMKEH COBMajaTb C NAPOSISIMM, WCMOMb3YEMbIMY
nonb3oBarenem Ans AocTyna Kk Apyrum crctemam (Hanpumep, fomaluHuin ViHtepHet, 6ecnnatHas
9NEeKTPOHHAs nouTa, (PopyMbl 1 T. 1.).

CmeHa naponeii JomkHa Npon3BOANTLCS He pexe oaHoro pasa 8 90 AHel.

B cnyyae BBopa HenpasunbHoro naponst 10 pas noapsn yYeTHas 3anuch Nofb30BaTens
bnokupyeTcst 40 paccMOTpeHist mpidnH Brokuposku paboTHukamn YWB.
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lNonb3oBatenam 3anpelyaeTcs nepefaya naponeil ot CBoNX YYETHBIX 3anucen TpeTbM nuuam
B Kakom-nnbo supe.

3anpeLaeTcst xpaHuTh napomnu (CepTudmkaThl, Koum 4OCTyNa u T. A.) Ha ByMaxHbIX HoCUTENSX
V'Ha SNEKTPOHHBIX HOCMTENAX B OTKPLITOM BULE, T. €. €3 UCMONb30BaHUS CPEACTB WNGPOBaHYS,
B 4aCTHOCTW, 3anpPeLLEeHO XpaHeHe naponem B TeKCTOBbIX haitnax u AoKyMeHTax.

3anpellaeTcs nepeaasarh naponu (CepTuduKaTsl, Krlowin 4oCTyNa v T. [.) B OTKPLITOM BIfE, T. €.
0e3 1CNonb3oBaHms CPe/iCTB LMGPOBAHNS, B YACTHOCTH, CTPOTO 3anpelleHa nepeaada naponen
B TEKCTE COODLLEHUI 3NEKTPOHHON NOYTHI.

B cnysae wcnonb3osatus MO wnm  oBopyaosanus, KOTOpOe  MOCTaBNseTCs BMecTe
CO CTAHAAPTHBIMI NAPONAMY, 3a/jaHHBIMU NPOM3BOAUTENEM, YMOMHOMOYEHHBIE NPEACTABUTENN
KOHTPareHTa V3MEHSIOT Takue naponv Ha Criy4aiHo CreHepupoBaHHble 1 Y0BIETBOPSIOLLME
Tpebosatnsm UMb, nocne Yero coobLaioT Naponk YnonHOMOYEHHbIM paboTHukam YT,
PekomeHayeTcs xpaH!Tb Naponi B cneuuanuauposaqtom M0 (MeHemxepax napornei), Hanprvep,
KeePass.

3anpeuaeTcs 1CNoNMb3oBaTh Naponv B aHKETHbIX OMPOCaXx, Hamekarb Ha (hopmar naponew,
Ha3biBaTb WX B NPUCYTCTBUM MOCTOPOHHWX UL, OTBEYaTb Ha NObIE 3aNPOChl B OTHOLIEHMN
naporen, a Takke BBOAUTL NAPONM OT CHYKEOHBIX YYETHBIX 3aMMCeil Ha KaKMX-MBO CTOPOHHMX
pecypcax.

[Nonb3osaTenam 3anpeLyaeTcs yeTaHaBnMBaTh U NCMOMNb30BATL OMHAKOBbIE naponu 4ns gocryna
K pasiin4HbIM MHOpMaLOHHbIM akTeam OBLLECTBA, 38 WCKIIUEHMEM CIyYaeB UCMOMb30BaHNS
eAVHON (JOMEHHOW) Y4YeTHO 3anucu.

[N151 CHUKEHUS PUCKOB BO3HUKHOBEHNS MHLMAEHTOB VB nonb3osatenu obs3atb:

B Cly4ae NOA03PEHNA Ha TO, YTO Naponb OT YYETHOM 3anuci CTanm M3BECTEH TPETbUM NNLamM,
HE3aMeMTENbHON NOMEHSTTb NAPOSIb U COODLNTL O BO3MOKHOM (haKTe KOMIpOMETaLN Y4eTHO
3anucu B YUB, a Takke CBOeMy HENnocpeaCTBEHHOMY PYKOBOAUTENIO;

B Cry4ae nomyvyeHus oT Koro-mbo MpocbObl  COOOWMTL Mapornb 0T  y4YeTHOW  3anucw
HE3amMeaNuUTEeNbHO COODLWUTL 0 cnyYuBLiemcs B Y/E:

HEe3ameannTeNbHO MEHATL Naponb K CBOEN YYETHOM 3anucy no Tpebdosarmio YVIB.

TpebosaH1a no Ncnonb3oBaHMIo TEXHONMOMAN YAANEHHOo 40CTyNa

YnaneHHbiii J0CTYN NPEAOCTABNAETCS KOHTPAreHTaM Ha OCHOBAHUM 3anpoca PYKOBOAWTENS
OpraHu3auum nocne corrnacosanus 3anpoca pykosoActsom YWB. 3anpoc pomke copepxartb
000CHOBAHYE HEODXOANMOCTI yAANEHHOMO AOCTYNA ANS KAXA0r0 NoMb3oBaTens.

Bce ynanentbie noakntoderus k JIBC ObuiecTBa [OMKHBI OCYLLECTBASITHCS C UCTIOMNBb3OBAHMEM
TexHonormm VPN, gocTynHbix npoTokonos IPSec, L2TP over IPSec urm SSL. HomxHa
obecneunBaTbes 1BYX(haKTOpHas ayTeHTU(MKALMS Nonb3oBaTeneil npu yaaneHHoM [ocTyne
Kk JIBC ¢ ncnons3oBaniem 3alyiieHHsIX NPOTOKONOB aBToOPU3aLmN.

YnaneHHbiii  AOCTYN  NPEAOCTaBNSETCS  MOMb30BATeNsM B COOTBETCTBUM C  MPUHLMNOM
MUHIMASTbHONM HEODXOAMMOCTY.

Mpn npedocTasnennn ypaneHHoro AOCTyNa [Afs KaX[oro nonb3osatens WM rpynnb
nonbsoBareneil [orkHa ObiTb HACTPOEHa MoNMTVKa BE30macHoCTY, onpesensowas nepeyeHs
akTeoB ObUIECTBa, K KOTOPLIM NPEAOCTABSITCS AOCTYN, 11 NpaBa 4oCTyna.

Bee yctponictsa, vcnonbayembie Ans yaneHHoro [OCTYNa, AOMKHbI UMETb CPEACTBa 3allThl,
BKNIOYGIOLLME HTVIBUDYCHBIE PELLIEHNS], MEXCETEBbIE SKPaHb!, CUCTEMbI OOHAPYKEHIS BTOPKEHUI,
a Takxe CpeacTsa KOHTPOSA NPUNOXEHUIA 1 YCTPOICTB.

3anpeujaeTca nepeaasaTh yrpasnexne yaaneHHbIM CoeMHeHnemM TPETbUM NnLam.

Yaanexoe ynpasnenne pabounmu CTaHLumamu v cepeepamu, Haxopaummics 8 JIBC ObluecTsa,
OcylecTBnAeTCs npu nomowwy npotokona RDP 1 COOTBETCTBYIOLUUX YTUAMT, BXOASALLMX B COCTAB
onepayyonHon  cuctemsl  Microsoft  Windows. [ns Unix-nogobHbix  cuctem  06s3aTensHO
1Cnonb3oBaHue NpoTokona SSH ¢ asTopuaauyen no cepTudukary.

CTporo sanpewjaeTcs uenons30BaHme CTOPOHHNX YTUIAT Y1aneHHOrO aaMUHICTPUPOBAHMS (RAT),
Takux kak TeamViewer, RemoteUtilities, RMS, RAdmin, AmmyyAdmin v 1. n. WcknovyeHmem
ABNAIOTCA CIyYay, Koraa 1enonb3oBaHne Takux yTUnuT CornacoBaqo pykosoacTsom YMB.
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[Mpu ynaneHHom ynpasneHui cuctemamu, sxoaswymmm 8 NBC ObLecTsa, 3anpelieHo KonvposaHme
MHOPMALMM Ha NNYHBIE YCTPOICTBA.

Tpebosanus Mo pusideckol 6e3onacHoCTH nomeLeHin 06paboTkM VH(OpPMamn

B cnyyae HeoOxoanMOCT NoNyYeHns A0CTyNa B NOMELLEHUS 0bpaboTkn MHopmaLun (LEHTpbI
00paboTKI AaHHbIX, KPOCCOBBIE 1 T. M1.) MPEICTABUTENAM KOHTPAreHTa pyKOBOAUTENb OpraHusauum
[OMKeH 3apaHee (He meHee yem 3a 3 pabounx fAHS [0 NnaHvpyemoll aaTbl Hayana pabor)
HanpasnTb B ODLIECTBO NKCLMO, B KOTOPOM YKa3aTb:

NEpeqeHb NOMELLEHNI, B KOTOPbIE HEODXOAMM AOCTYM, @ TaKKe COCTaB NPOBOAVIMbIX PaboT;

AaTy v Bpems Hauana paboT, a Takke 1x NPOAOIIKUTENBHOCT:

CrMCOK 1L, KoTopbIM TpebyeTca aocTyn B nomelierns: ©.11.0., nacnopTHble AaHHbIE, AOMKHOCTY,
anpeca 3M1eKTPOHHON NOYTLI U KOHTAKTHbIE HOMEPA TeNedOHOB;

CICOK TEeXHWKM, BHOCMOW Ha Tepputopuio OBLLecTBa: Mapka, MOAEb, CEPUIHBINA 11 UHBEHTAPHbIIA
HoMep.

[floctyn 8 nomeuieHna 06paboTki VHOPMaLyMN JOIKEH ObiTb COrnacoBaH pykoBoacTeoM YMBG
W OCYLLECTBAATHLCS B CONPOBOXACHUM COTPYHUKOB CIYXObI OXPaHI.

Vicnonbsosanmne (oTo-, BUAEO-, AyAMO- M WHON 3amVChIBAIOWLEN TEXHIKN (Hanpumep, oTo-,
BUAEOKamep, BCTPOEHHbIX B MOOWNbHbIE TenedoHsl) npyu pabote B noMeLieHUsix 0bpaboTku
MHopmaunn bes paspelueqns YUIB sanpetyeHo.

Tpebosanmna no ncnonbaosaHmio UT-uxdpactpykrypsl ObliecTsa

Mpn pabote ¢ cetbio VHTepHeT 13 cetein ObljecTBa KOHTpareHTam 3anpeLeHo ckaunBarhb
ycTaHasnvBatb nporpamMmHoe obecneveHne Ha pabouve cTaHumm u cepsepbl OBuiecTBa
bes cornacoBaHus ¢ YUB.

[Mpu pabote ¢ ceTbio VIHTEpHET ¢ ucnonb3oBaHriem akTueos OBLIECTBA KOHTPareHTaM 3anpeLLeHo
noceLlatb Be0-pecypebl, He NMEIoLLMe HENOCPEICTBEHHOM OTHOLLEHUS K paboTe. [esTenbHoCTs
KOHTPAreHTOB Mpu paboTe B CETU VIHTEPHET MOXET KOHTPONMPOBATLCS, MPOTOKONMMPOBATHCS
W NEPVOANYECKN  NPOBEPATLCSH  YNONHOMOYEHHLIMW — paboTHukamu  YWB.  cnonb3osaHue
MHOPMALOHHbIX pecypcoB OBLLECTBA KOHTPAreHTOM 03Ha4aeT corfiacie C Tem, YTO 3a ero
AEATENBHOCTBLIO OCYLLUECTBISETCS KOHTPOb.

[pn pabote ¢ ceTbio VHTepHeT ¢ ucnonbosatmem akTneos OBLLECTBA KOHTPAreHTam 3anpeLLeHo
NepecLINaThb Uy pasMelarb Ha BHELWHIX pecypcax (Ny6nnuHbix (hanmnosbix cepsepax, hopymax
WT. A.) KoHpuaeHumMansHyo urdopmaumio OBLECTBa, B YaCTHOCTH, CBEOCHNS, COCTABASIOLLIE
KOMMEPYECKYI0 TanHy, NepcoHanbHble AaHHble, XpaHumble 1 obpabatbiBaemble B J1BC, a Takke
KOHTaKTHbIE AaHHble paboTHukos ObLecTBa.

Mpn pabote ¢ ceTbio VIHTEpHET KOHTpareHTam 3anpeuieHo vCmons30BaHue CoLuansHbIX ceTei,
CUCTEM MTHOBEHHOTrO 0OMEHA COODLLEHNAMY (MECCEHIKEPOB) W APYIMX CPEACTB KOMMYHUKALMM,
NPYMEHEHNE KOTOPbIX HE CornacosaHo ¢ YWb.

[Mpn pabote ¢ UT-nHdpactpykTypo OBUIECTBA KOHTpareHTaMm 3anpelieHo UCMOMb30BaHiMe
Bbl4vCMTENBHBIX pecypcos OOLIeCTBa B LENsSX MOMyYeHNst NUYHON MaTepuansHon Bbirogsl,
HaNpUmep, OCYLWECTBEHNE TOPTOBLIX ONEpaLWi, MaH1Hra KpUNTOBAMKT U T. .

[lonyckaeTca Menonb3oBaH1e TOMbKO NOAKTIOUEHUS K CeTI VIHTEpHET, KOTOpoe NpefoCcTaBnseTcs
coTpyAHukamn YVT. 3anpellaercs ncnonb3osanue CTOPOHHVX NPOrpaMMHO-annapaTHbIX PeLLeHH
ANA 00CTYNa K BHELLHVUM ceTam, Hanpumep, 3G-moaemos, LTE-mogemos 1 T. .

KoHTparexTam sanpelyaeTcs camocTosTernsHo (6e3 cornacosaqns ¢ YWT u YUB) BHocuTb
N3MEHEHVIS B CETEBbBIE HACTPOIKW CEPBEPOB 11 paboynx CTaHLMIA, B YACTHOCTM, M3MEHSTh HACTPOIKM
IP-afpecoB 1 mapLpyTu3aLm CETEBOro TpauKa.

[Mpn padote. ¢ WT-nHipacTpykTypolt OBLIECTBA KOHTpareHTam 3anpeljaeTcs pasmeLlaTb
W NepeAaBath YrpoXatoLLyto, KNeBETHUYECKYI0, HENPUCTONHYI0 MHAOPMaLWIO, a TakKe MHBYI0 UHYH
MHOPMALIIO, HAPYLLAIOLLYI0 HOPMbI AENCTBYIOWIENO 3akoHoaaTenbeTBa Poccuiickoin Peaepaiun.
Tawke sanpewlaeTca noceljars BEO-pecypesl, COAepXKalme ykazaHHbIe TUNbI UHpopMaLm.

[pn nepefade KOHMUAEHUMANBHON UH(DOPMALIAN (KOMMEPYECKOM TalHbl, NEPCOHANBHBLIX AaHHbBIX
WT. [1.) 4ePE3 COODLIEHNS BNEKTPOHHOM NOUTI KOHTPAreHTaMm HeoOXoaMMO UCMONb30BaTh CPELACTBA
WpoBaHus.
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3anpelyaeTcs nepefaya nouToBbIX BIOKEHWA, SBMSIOWMXCS NCTIOMHAEMbIMIA (hannamy, a Takke
APXMBOB, COAEPKaLLMX NCNoNHAEMbIE (hambl. B 4aCTHOCTY, pevb UAET 0 daitnax ¢ pacluipeHusivi
exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, pstuT. n.

3anpeLaeTca ycTaHoBKa YCTapeBLUMX BEPCU MPOrpamMMHOro 06eCnedeHs, B 0COBEHHOCTI BEpCUI
MO, CHATBIX ¢ NoAAEPXKKN NPON3BOAUTENEM, B TOM UMCTIE ONEPALIOHHbLIX CUCTEM. VICKMoueHMe
COCTaBMISHOT Chydau, Kor[a ycraHoBka onpepdeneqHon sepcuu MO Bbi3aBaHa NpoOWU3BOACTBEHHON
HE0bX0AMMOCTbIO 1 cornacoBaHa YMB.

Tpebosanma no 1Cnonb3oBaHMI0 ChEMHbIX HOCUTENEN 1 MOPTaTUBHbLIX YCTPOWCTB

Vicnonb3oBanne KOHTpareHTamu ChbeMHbIX HOCUTENEN MH(opMaLM, Taknx Kak dbnsw-kapTsl,
CbEMHBIE W BHELWHNE JKeCTKue Anckn, kapTsl namsty (SD, CF, MemoryStick u ap.), CD/DVD-R/W,
MartnTOONTUHECKMX ANCKOB, NOAKIIOYAEMbIX BHELHIX YCTPONCTB (HOyTOYKOB, PDA, cMapThoHoB)
u ap. npu padote ¢ UT-undpactpykrypor Obuiectsa AomkHo BbIT cornacosaro ¢ YUE.
3anpelaeTca  KonMpoBaHMe  KOH(UAEHUMANbHON  MHOpMALN (komMmepyecko  TalHbl,
NEPCOHANbHbIX AaHHBIX 11 T. A.) OBLIECTBa Ha ChbEMHbIE HOCUTENN, MPUHAANEKALLME KOHTPAreHTy.
Bce HocuTenu nHgopmaumu v nopTaTvBHbIE YCTPOICTBA, BHOCUMBIE KOHTPAreHTamn Ha OBbeKTHI
ObujecTsa, AOMKHbI ObITb YUTEHbI B CTIELMANLHON KHIUNE yYeTa, a WX BHOC 0praH3oBaH CoracHo
npouepype, onucanHon B pasaene 3.4.

Bce HocuTen uHdopMaLim 1 nHble SrIeKTPOHHbIE YCTPOICTBA, NOAKMoYaeMble K JIBC, JOmkHbI
ObITb NPOCKaHNPOBaHbI aHTUBMPYCHbIM 10 Ha NpeameT Hanuus BpeaoHocHoro MO.

Bce nopratvishble yCTPOACTBA, BHOCUMBIE KOHTpareHTam Ha 06bekTsl OBLUECTBE, A0MKHbI UMETH
ycTaHoBnerHoe aHTusupycHoe MO ¢ akTyanbHbIMK BEpCHsiMm aHTUBMPYCHBIX Ba3 1t NPOrpaMMHbIX
MOAYNEN.

Ha Bce noptatisHbie YCTPONCTBa, BHOCUMbIE KOHTpareHTamn Ha obbekThl OBLecTBa, [OMmKHbI
ObITb yCTAHOBIEHLI 0OHOBNEHMS BE30NACHOCTY ONEPALMOHHbIX CUCTEM 1 NpuKRaaHoro MO.
TpeboBaHys No 1Cnonb30BaHMio 0BNaYHLIX CEPBICOB

[ns obmeHa vHdopmauvel mexay koHTpareHTamn v OBLWECTBOM MOTYT WCTOMb30BATLCS
obnadHbie cepsuchl, Takve kak xpahnnmwe NextCloud v nnatchopma  Microsoft Project.
lpe/sicTaBuTenNsiM KOHTpareHTa MoryT ObiTb CO3[aHbl MOKasbHble YYETHbIE 3aMUCH B CEpBICE
NextCloud w npegoctasnen goctyn k avpektopusam pabotHukos OBLLIECTBA MO COMMACOBAHMIO
C BNagensuem gupekropun n YVb.

[inst opranmnsauyn locTyna koHTpareHTa K 06nauHomy cepucy paboTHuK Noapasaenerns-kypaTopa
[OMKeH chopmmpoBats 3aseky B cuctemy Service Desk ¢ ykasaHnem criedylolmx AaHHbIX
NPEACTaBUTENS KOHTPAreHTa:

o N.0:

BOITKHOCT;

a[PEC ANEKTPOHHOW NOYTLI;

KOHTaKTHbIN HOMED TenedoHa;

CMIMCOK NanoK (AUPEKTOPWI) N NPOEKTOB, K KOTOPLIM HEOOXOANM AOCTYM;

Tpebyembiv ypoBeHb NpaB 4OCTYNa (TONbKO UTEHME / YTEHIE 11 3anHch):

onvicaHe A0MKHOCTHbIX 00sI3aHHOCTeN / 060CHOBaHMe HEOOX0AMMOCTH AOCTYNA.

Obszatenshbiv - ycrnoBem [M1s  COMMacoBaHMst [0CTYyNa K 0ONadYHOMy CepBUCY SBIISIETCS
npeasapuTesLHOE NOANMCaHNE KOHTPAreHTOM COrNaLleHnst O HepasrnaleHni KOHPUAEHUMANbHON
Hcpopmatim (NDA) no chopme ObuyecTsa, a Takke corrace cobniofarh TpeboBaHNs HaCTOSLLEro
PernameHta 1 HEeCT OTBETCTBEHHOCTb B Crlyyae HapylleHns (HEeUCNONHEHNs) MNOMOXEHWN
Pernavenra.

[Mpyn paboTe ¢ 0bnadHbIMI cepBrcCaMi 3anNPELLAETCst Pa3MELLEHINE BPELAOHOCHOTO U NOTERLMAMNBHO
onacHoro M0 1 UHbIX MaTepnanos, HapyLWalLWyx AeNCTBYIOLEE 3aKOHOAATENLCTBO Poccuiickoit
depepauymm.

[Mpy pabote ¢ obnayHbiMi CepBUCaMY 3anpellaeTcs pasMeLieHNe NepCoHamnbHbIX AaHHbIX
PU3NYECKIX NNL, @ TaKke MaTEePVAnoBs, COAEPKALLMX KOMMEPHECKYIO TalHY.

3anpeLlaeTca  UCNonb3oBaHne 00nadHbix CEPBWCOB ANS Nepefads MaTepuanoB  MMYHOro
xapakrepa, (poTo-, BUE0- UV HOW MHAOPMALUN, He OTHoCALLENCs K aesitenbHocTr ObLecTsa.
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B uenax akoHoMUM AMCKOBOrO MpOCTPaHCTBA NOMb3oBaTENM MPOBOAAT NEPecMoTp UHdopMaLV,
HaXOAALENCs B MCTIONb3yeMblX MU AMPEKTOPUSX  06MayHoro XpaHunuwa, v ynansor
H(pOPMALIMIO, NOTEPSBLYIO CBOK aKTYaNbHOCTb 1 YTPATUBLLYIO CBOI LEHHOCTb M1 BLINOMHEHUS
cnyxebHbix 3aziad. [lepecMoTp JOMKeH NPOBOIAMTLCS HE PEXE YeM OAVH Pas B rof.
[pefcTaBuTensm KOHTpareHTa 3anpellaeTca nepenasatb daninsl, MonyyeHHble Yepes obnayHble
CePBUCBI, NLaM, He VMEeloWMM AOCTYNa K COOTBETCTBYIOLEN AMPEKTOPWM Wi MPOeKTY. Takke
3anpetjaeTcs nepefada ayTeHTUPIKAUMOHHbIX AaHHbIX K 0011a4HOMY CEPBICY TPETLIM NNLAM.

B cny4ae nsmeHeHnst QOMKHOCTHBIX 0BSI3aHHOCTEN UMM YBONbHEHUS NPEACTABUTENS KOHTpareHTa
€r0 y4eTHas 3annch B 00Na4HOM CEpBUCE HE3aMENNTENLHO BrOKVPYETCS.,

Tpebosanua no salwymTe 0T BpeAOHOCHOMO NPOrPaMMHOT0 0becnedeHs

Bce cepsepbl v pabouve CTaHLM KOHTPAreHTa, ¢ KOTOpbIX OCYLYECTBISETCS poctyn k WT-
MHdppacTpykType ObujecTsa, NPon3BoANTCs XpaHeHue 1 06paboTka fanHbIX OBLecTsa, a Tawke
MHbIE CUCTEMbI, 3a[e/CTBOBaHHbIE ANA BLINOMHEHWS PaboT No [OrOBOPHLIM 0BA3aTENLCTBAM
¢ OBLIECTBOM, [OMKHbI ObITb OCHALLIEHLI aHTUBMPYCHbIM 0.

[lonyckaeTcst  MCNonNb3oBaHie TOMbKO  MNLEH3MOHHBIX  @HTUBMPYCHBIX CPEACTB, NETMTUMHO
3aKYNNEHHbIX y NOCTABLVKOB Taknx NporpamMmmHbIX ¥ NPOrpammHo-annaparHbIX KOMIEKCOB.
AHTuBIpYcHOE [0, ncnonbsyemoe KOHTpareHToM, AOSTKHO BCErja UMETh akTyarlbHble Bepcuy
aHTVBMPYCHbIX 0a3 1 NporpamMmHbIX MoAynel. YCTaHOBNEHHbIE 3alMTHbIE PELIEHNs AOMKHbI
nonyyatb OOHOBNEHUA 13 OCTOBEPHBIX MCTOUHIKOB HE PEXE TPeX a3 B feHb.

3anpewjaeTcs YacTyHoe Unu NonHoe OTKIoYeHue anTusupycHoro MO (BblknioueHne moaynewn,
OTKITIO4EHNE 3allTbl, 3aBeplueHne paboTel Nporpammbl v T. A.). Takke 3anpeLlaeTcs U3MeHeH!e
KOHGUrypauun — aHtvsupycHoro 1O, NpYBOAALIEE K  CHKEHWIO YPOBHS  obecnedeHus
MHEOPMALOHHON  6830MaCHOCTU.  HacTpolku  aHTVUBMDPYCHBIX PELLEHUn AOMKHBI  BKIIOYATH
OBPUCTUYECKNE 11 CUTHATYPHbIE METOAbI ODHAPYKEHNS, aBTOMATUYECKOE NEYEHNE 3aP@KEHHDIX
ODOBLEKTOB, NPOTOKONMPOBAHIE COBLITUI.

He pexe ofHOro pasa B HEeento AOMKHO NPON3BOAMTLCS ABTOMATU3MPOBAHHOE aHTUBMPYCHOE
CKaH/pOBaHMe BCEX CEPBEPOB W PabOYUX CTaHLUMA KOHTPAreHTa.

[Ton obHapyxeHnn BpegoHocHoro MO WM APYrUX NPU3HAKkoB WHUMAEHTa Wb Ha cucTemax,
ucnonb3yembix 8 pabote ¢ JIBC Obujectsa, a Takke XpaHswmx u obpadarbiBalowyx AaHHble
ObuiecTBa, KOHTpareHT 0bs3aH:

npouHdopmuposats YUB:

NPEKPATUTL MCNONB30BAHME 3APAXEHHON CUCTEMbI (OTKIIOUNTL KOMMLIOTEP OT CETI);
NPOUHAOPMUPOBATL HENOCPEACTBEHHOO PYKOBOANTENS.

TpeboBaHua K BbINONHEHWO paboT Ha ceTeBol HdpacTpykType ObllecTra

CospaHne HOBbIX CETEBBLIX COEAMHEHUA (MOAKMIOYEHUA) MEXY CErMEeHTaMn CETW 1 YCTaHOBKA
ceTeBoro obopynosanus 6es cornacosanus ¢ YWB sanpeueHa. MeTofsl cETEBOro B3auMoaeicTaus
C BHELHUMY CETAMU AOMKHbI ObiTh cormacoBaHbl ¢ YWB 1 oTpakeHbl B MPOEKTHOM, a Takxe
B paboyein fokymeHTaumw.,

Bce TenexkoMmyHuKaumoHHoe 0b0py/ioBaHIe JOMKHO HAXOAUTLCS B BbIAGNEHHbIX 3aLLMLLAEMbIX
MOMELEHNSX U TeNEKOMMYHUKALMOHHBIX — LWKadax, 000pyaoBaHHbIX B COOTBETCTBWM
¢ TpeboBaHnamn no duandeckoi desonacHocTn. Bee Hencnonbayembie UHTEPdENCHbIe NopTbl
KOMMYHUKALIMOHHOrO 000pyA0BaHNS AOMKHBI OblTh OTKIIOYEHDI.

Bce kabenu kabensHol cucTembl JOMKHbI ObITe NPONOXKeHs! B kKopobax, danbLnonax/moTonkax
I ViHbIM CMOCODOOM, VCKMIOYAIOWMM VX BbIBOZ Hapyky. Bce KOMMYyTaLMOHHbIE NaHenu OMmKHbI
ObiTb  pacnonoxeHbl B KOHTPONMPYEMbIX —3alMLIAEMbIX MOMELIEHNSX WM 3amipaemblx
Y ONIIoMOMPOBaHHbIX LKadax.

Ha KoMMyTaUMOHHBIX NaHensix [OMKHa HaxoAuTbCsl MapKuipoBka kabenmen B COOTBETCTBWM
C Tekyulen Tabnvuen NOAKMOYEHUA W COeAVHEHUA. TenekoMMyHUKaLMOHHOE 060pya0BaHIe
[I0IKHO ObITb NPOMAPKAPOBAHO (HanpuUMep, Haknerkamy Ha NepeaHei naHenu) Takum obpasom,
4YTOObLI €10 MOXHO OblNIO OAHO3HAYHO WAEHTUDMLMPOBATb, HANPUMED, MO UHBEHTAPHOMY HOMEDY.
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TpebosaHus k 0bpaboTke NepcoHanbHbIX AaHHbIX
Mepepada (nOCTYN) MepCOHambHbIX AaHHBIX OCYLLECTBASETCH B nopsaake, yCTaHOBMEHHOM

BHyTpeHHAMN [oKymeHTamn OBulecTBa, B COOTBETCTBAN C [EICTBYIOLMM 3aKOHOLATENLCTBOM.
PErNameHTUpYIoLMm 06paboTky NepcoHarbHbIX aHHbIX.

y HOCT}/H K CMCTEMam, coaepKallm nepcoHarbHble AaHHbIe, NPeaoCTaBnseTCcs Nno COrnacoBaHuo

C pabOTHIKOM, OTBETCTBEHHBIM 3a faHHyio cuctemy, v YUB. 3anpoc [OCTyNa ocyLlecTBnseTcs
NyTem Hanpasnenvsi sassku uepe3 cuctemy Service Desk unu cnyxeBHoi sanuckn B caf
DIRECTUM ot pabotHuka O6liecTsa, OTBETCTBEHHOO 3@ B3aUMOAEICTBIE G KOHTpareHToMm.
flocTyn Kk cuctemam, copepxalmm nepeoHansHbie AaHHble, NpPefocTaBnseTcs B COOTBETCTBUN
C NPYHLMNOM MUHVMAIbHBIX PUBMNErWiA (OTCYTCTBIEM U3DbITOYHOCTY MPaB 0CTYNA) NpK Ham4mm
MOTMBMPOBAHHOTO ~ 00ocHOBaHMA.  OBOCHOBaHWe [0CTyna  AOSMKHO  BKMKYATb  ONMCAHME
NOCTABMNEHHOW 3a/ja4u, €€ PErynAapHOCTb, @ TakKe NPEcrefyemble Lenm.

3anpellaeTcs KonvpoBaHie M3BLITOUHbIX ANA PELEHNs BbIMONHAEMON 334aul MepCoHalTbHbIX
AaHHbIX B TOKANBHbIE XpaHUnmLLa (HocuTeny uHcopmatmn).

Mocne  okoHYaHWs  paboTbl €O CKOMMPOBAHHBIMI  MEPCOHANbHLIMK  [aHHbIMM (NGO
NPV NPUOCTaHOBKE PaboTbLI Ha ANMTENbHBIV CPOK) CKONMPOBAHHBIE AAHHbIE [OMMKHbI BbITh YAaneHs!
W3 NIOKabHOrO Xpanunmuia.

3anpeulaetcs xpaHeHve u 06paboTka NEpCoHanbHbIX AAHHBIX W3 CACTEM, Bxoosmx B WT-
VH(pacTpykTypy ObLjecTsa, Ha cucTeMbl, He MpnHaanexatme OBLLECTBY, B TOM YUCTE Ha MAYHbIE
HOCUTENN MH(POPMALM 1 0BNaYHbIe CEPBICHI, 3@ MCKIIOYEHEM CMYYaeB, cornacoBaHHbIX YVB,
KOrfa Takve CepBuChl COOTBETCTBYIOT TPEDOBAHNSIM 3aKOHOAATENbCTBA.

3anpeLaeTcsa uMnopT NepCoHanbHbIX aHHbIX B Apyrue cuctemsl 6e3 cornacosaqns YVB. a Takke
Bnafenbla akTuBa, B KOTOPOM XpaHATCS 11 00pabaTbiBaloTCs JaHHbIE Ha TEKYLMAN MOMEHT.
3anpeLlaeTca 3noynoTpeDIATL BOIMOKHOCTLIO OCTYNA K NEPCOHANbHBIM AaHHbIM 11 UCNIOMb30BATH
WX B NUYHbIX Lensix. B cryyae obpalleHus TpeTbix NnL ¢ npockbamu 0 A0CTYNe K NepcoHanbHbIM
AaHHbIM HE0DX0AMMO NPOVHAOPMUPOBaTL YB.

Paspaboran:

Beaywymi nrxeHep nporpamMmmncT W B.A. barakos
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[MpunoxeHue

K PernamenTy vcnonb3osamus
NH(OPMALMOHHBIX PECYPCOB
000 «®opmart-EK»

Orosopka ans BkntoyeHus B forosopsl 000 «Popmat-EK»T:

Vicnonnutens? obs3aH BbINONHATL TpeboBaHus PernameHta 1Cnonb3oBaHis VH(OPMAUMOHHBIX
pecypcos OO0 «bopmar-EK» (nanee — PernameHT), pasmeLL,eHHoro Ha othuLMansHoM caiTe 3akasumkas:
https:/ineivasteel.ru. CTopoHbl pyKOBOACTBYIOTCS pepakuvelt Pernamenta, [ENCTBYIOLWEN Ha MOMEHT
3aKnodeHnst [loroBopa / JONonHATENLHOTO cornatleHus k [Jorosopy?.

[oanvcbiBas HacTosLLMIA AOTOBOP (cornaweHiie), VicnonHuTens NoATBEPKAAET, YTO O3HAKOMUIICS C
TEKCTOM  PernamenTa nonHocTbio, MpUHAMaeT Ha cebsi obs3atensCcrBa, KOTOpble OTHOCHTCA K
00513aTeNbCTBAM KOHTpareHTa B cooTBeTCTBUM ¢ Pernamentom. Takke VcnonHuTenb NoATBEPKAAET, UTO
COrMaceH C YycrnoBusMM 00 OTBETCTBEHHOCTM, MPEOYCMOTPEHHbIMA PernameHToM, cumMTaeT  1x
COPa3MEPHbBIMM 1 HE HapyLaoLWMK €ro npasa 1 3aKOHHbIE UHTEPECHI.

B cnydae Hapywenns VicnonHutenem 06513aHHOCTEN, NpeayCMOTPEHHbIX PernameHTom, 3akasuk
BMPaBe NpUMEHNTL K VICNONHUTENIO OTBETCTBEHHOCTb, YCTaHOBNEHHYI PernameHTom.

! Hactoaujan orosopka 06si3aTeNbHa NSt BKIIOYEHNS BO BCE [OrOBOPbI, @ Takke B COMMalEHNst o KOHUOEHUMANBHOCTHY,
CTOPOHOM KOTOpbIX ABNAETCA AkUMoHepHoe o6iiectBo / OBLIECTBO C OrPaHUYEHHON OTBETCTBEHHOCTBIO «DOPMAT-EK».
[loroBopbl, cornalenus, 3aknioYeHHble 4o Havana AedcTBUs PernamenTa, A0MmkHb! DbiTh AOMOMHEHb! YKadaHHON OroBOPKOA
NOCPEACTBOM 3aKIMOYCHNS OTAENBHOMO AONONHUTENLHOMO COTMALLEHNs U NP 0hOPMIIEHUN OYEPEHOrO JONOMHATENBHOTO
COrnaLleHns K 4Orosopy.

2 HanmeHoBaHwe KOHTpareHTa npuBOAMTCS TaK, Kak ykasaHo B A0r0BOPE (MCMOMHUTEMb, NOAPSAUNK, NOCTABLMK U T. a.).

¥ Hanmerosanue ObuiecTa NpuBOANTCS Tak, Kak ykasaHo B AOroBope (3akasumk, nokynatens 1 T. A.).

* Cnepyet ykasats [loroBop unv 4ONONHUTENbHOE CornalueHme k [oroBopy B 3aB1CYMOCTY OT TOT0, B KAKOI [JOKYMEHT BKIII0YeHa
0roBopka.
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JneT pervcTpaum nsmeHeHun

Homep nameHeHys

Homep paspena

Howmep cTpanuLpi

[ata BBeeHua
V3MEHeHS

[Mognuck




